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Term Description

Digital forensics
The process of identifying, preserving, analysing and presenting digital evidence in a manner that is legally 
acceptable in any legal proceedings

Digital signature
A piece of information, a digitized form of signature, that provides sender authenticity, message integrity and 
non-repudiation. A digital signature is generated using the sender’s private key or applying a one-way hash 
function.

Encryption
The process of taking an unencrypted message (plaintext), applying a mathematical function to it (encryption 
algorithm with a key) and producing an encrypted message (cipher text)

Email Spoo�ng
It is the forgery of an e-mail header so that the message appears to have originated from someone or some-
where other than the actual source. Distributors of spam often use spoo�ng in an attempt to get recipients to 
open, and possibly even respond to, their solicitations.

Email Bombing
An email bomb is a form of net abuse consisting of sending huge volumes of email to an address in an attempt 
to over�ow the mailbox or overwhelm the server where the email address is hosted in a denial-of-service attack.

Ethical Hacking
An ethical hacker is a computer and networking expert who systematically attempts to penetrate a computer 
system or network on behalf of its owners for the purpose of �nding security vulnerabilities that a malicious 
hacker could potentially exploit.

Firewall
A �rewall is a network security system, either hardware- or software-based, that controls incoming and outgoing 
network traf�c based on a set of rules.

Forensic Examina-
tion

The process of collecting, assessing, classifying and documenting digital evidence to assist in the identi�cation 
of an offender and the method of compromise

Gaming Threats
Threats arising with the intent of making money – either by stealing and selling data, or convincing the user to 
hand over their bank details using the games downloaded online.

Intellectual Property 
Crimes

Criminal IP offences are also known as “IP crime” or “counterfeiting” and “piracy”. Counterfeiting can be de�ned 
as the manufacture, importation, distribution and sale of products which falsely carry the trade mark of a genuine 
brand without permission and for gain or loss to another.

Key Logger Attack
A computer program that records every keystroke made by a computer user, especially in order to gain fraudu-
lent access to passwords and other con�dential information. Such an attack is a Key logger attack.

Malware

Short for malicious software. Designed to in�ltrate damage or obtain information from a computer system 
without the owner’s consent. Malware is commonly taken to include computer viruses, worms, Trojan horses, 
spyware and adware. Spyware is generally used for marketing purposes and, as such, is not malicious, although 
it is generally unwanted. Spyware can, however, be used to gather information for identity theft or other clearly 
illicit purposes.

Man-in-Middle 
Attack

It is an attack where the attacker secretly relays and possibly alters the communication between two parties who 
believe they are directly communicating with each other.

Password
A protected, generally computer-encrypted string of characters that authenticate a computer user to the comput-
er system

Password Attack Password attacks are the classic way to gain access to a computer system to �nd out the password and log in.

Phishing

This is a type of electronic mail (e-mail) attack that attempts to convince a user that the originator is genuine, but 
with the intention of obtaining information for use in social engineering
Phishing” attacks are sent via email and ask users to click on a link which redirects to a dummy site where an 
attacker wants victim to enter their personal data or respond to an email which will steal all your personal infor-
mation. In some cases, a user has to just click on the link.

Privacy Freedom from unauthorized intrusion or disclosure of information about an individual

Spoo�ng Faking the sending address of a transmission in order to gain illegal entry into a secure system

Ransomware
Ransomware is a type of malware that prevents or limits users from accessing their system, either by locking 
the system’s screen or by locking the users’ �les unless a ransom is paid. Ransomware spreads through e-mail 
attachments, infected programs and compromised websites.

Salami Attack
A salami attack is when small attacks add up to one major attack that can go undetected due to the nature of 
this type of cyber-crime. It also known as salami slicing.

Spyware

Software whose purpose is to monitor a computer user’s actions (e.g., web sites visited) and report these actions 
to a third party, without the informed consent of that machine’s owner or legitimate user A particularly malicious 
form of spyware is software that monitors keystrokes to obtain passwords or otherwise gathers sensitive infor-
mation such as credit card numbers, which it then transmits to a malicious third party. The term has also come 
to refer more broadly to software that subverts the computer’s operation for the bene�t of a third party.
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Term Description

System Hardening
A process to eliminate as many security risks as possible by removing all nonessential software programs, proto-
cols, services and utilities from the system

Trojan Attacks
A Trojan attack is a type of malware attack that is often disguised as legitimate software. Trojans can be em-
ployed by cyber-thieves and hackers trying to gain access to users’ systems.

Wi-Fi Hacking Wi-Fi hacking are the classic way to gain access to a wireless device is to �nd out the password and log in.

Web Defacement
Website defacement is an attack on a website that changes the visual appearance of the site or a webpage. 
These are typically the work of system crackers, who break into a web server and replace the hosted website 
with one of their own.

Virus
A program with the ability to reproduce by modifying other programs to include a copy of itself. A virus may con-
tain destructive code that can move into multiple programs, data �les or devices on a system and spread through 
multiple systems in a network.

Vulnerability
A weakness in the design, implementation, operation or internal control of a process that could expose the 
system to adverse threats from threat events
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